PGP Assignment - Liang Zhang 5F/Period 5

Glossary:
The American Escrowed Encryption Standard:

The AEES is a trial that was adopted in 1994, and it was trying to encourage the adoption of clipper and capstone encryption systems.

URL resources for the AEES:

White House statement on encryption review

http://www.cpsr.org/program/clipper/white-house-clipper-statement.html

Escrowed Key Encryption and Its Effects on American Society
http://gsulaw.gsu.edu/lawand/papers/su96/curran.htm 

Key Escrow:
Key escrow is a scheme that’s used in public key cryptography; except that the key owner has to give a copy of his/her private key a escrow agent, an independent, reliable middleman, who can give the key to law enforcements if ever there was sufficient evidence to suggest that the key owner was involved in crime.

URL resources for Key Escrow:

It Came From Planet Clipper: The Battle over Cryptographic Key "Escrow" http://www.law.miami.edu/~froomkin/articles/planet_clipper.htm

Keys to Secret Drawers: The Clipper Chip and Key Escrow Encryption

http://www.stardot.com/~lukeseem/j202/

Clipper:

Clipper and Capstone are used in key escrow encryption schemes. Clipper is the system that the key owner’s private key is splitted into two halves upon creation, and each half would be sent to two separate Federal Authorities for storage, the owner’s privacy is only broken if law enforcers could persuade both federal authorities that there is a case for obtaining the escrowed private key.

Capstone:

Capstone is the encryption protocol that contains a bulk data encryption system usually called Clipper or Skipjack, and also a digital signature algorithm, a key exchange protocol, and a hash function.
URL resources Clipper and Capstone:
What is Capstone?

http://denis.arnaud.free.fr/zds/appendix/node70.html

The Clipper Proposal

http://raphael.math.uic.edu/~jeremy/crypt/clipper.html

TTPs (Trusted Third Parties or certification authorities)

TTPs are companies that provide the service of key recovery. They obtain a copy of all keys owned by a company, and restores the keys when they keys are lost from the customer’s company. Certification authorities are organizations that verify the validity of public keys. Along with TTPs, they are reincarnations of key escrow systems, because copies of the keys are stored by 3rd person or organization, therefore the security of the messages depends on the reliability of these organizations, the strength of security that’s offered by public key cryptography is greatly sacrificed.
URL Resources for TTPs or Certification Authorities:
Establishing Identity Without Certification Authorities

http://world.std.com/~cme/usenix.html

Certification Authorities

http://www.anl.gov/ECT/certify/CA-Overview.html

The current state of key escrow in the US and Canada:
The federal governments of both nations are trying to keep up with the advancements in encryption technologies in the commercial market for years, but with the ever increasing strength of encryption schemes and protocols, and the not-as-fast increases in computing powers, both nations are having a hard time to gain control over the use and access to cryptographic technology. Although that the NSA in the US has a unlimited budget from the congress, they still need the help from law enforcements to try to push the law of key escrow to be the standard for public use of encryption, so their job can be easier. Especially after the 911 attack, the Bush administration has been a great support to law enforcer to pass the law of adopting key escrow technology. At the same time, the voices of civil Liberians are sounding louder than ever. Since that the two sides of this issue have been debating for years, and the debate just simply got turned-up in this unusual moment, there should still be no clear solution anytime soon.
In Canada, there’s still little national awareness of cryptography issues. Although that the 911 attack starts to reveal the issue to Canadian authorities and law enforcements, the EFC (Electronic Frontier Canada) has been trying to offer the government some political advice: get out of the way. As Canadians, one of the things that is really sad is that by far, the key restraint on the Canadian crypto policy is American policy. The EFC, along with other organizations such as the RCMP (Royal Canadian Mounted Police), and CSIS (Canadian Security Intelligence Service), together, helps the Canadian law enforcements regulate offshore export of strong encryption technology on the basis that enemies of the state might use it to conceal covert communications. The consensus among the group was the Canada should continue its current stance of not implementing any domestic crypto controls, and liberalize its existing export policies. That policy is now up for review, and-in a further mirror of recent stateside events-one scheme under consideration is mandatory “Key Escrow”.
New versions of key escrow:

Derived from the American Escrowed Encryption Standard, and the Data Encryption Standard (DES), comes the new Advanced Encryption Standard (AES). The AES will be a new Federal Information Processing Standard (FIPS) Publication that will specify a cryptographic algorithm for use by U.S. Government organizations to protect sensitive (unclassified) information. NIST also anticipates that the AES will be widely used on a voluntary basis by organizations, institutions, and individuals outside of the U.S. Government - and outside of the United States - in some cases.
Research and Explain:

URL resources on the current state of encryption laws after September 11th:

Did Encryption Empower These Terrorists?
http://www.msnbc.com/news/627390.asp?0si=-
911 - TERROR IN AMERICA
http://www.apfn.org/apfn/wtc.htm
9-11: States of Emergency, Technologies of Terror, and the War of Networks
http://www.watsoninstitute.org/infopeace/911/jdd_states.html
EFF Analysis of the provisions of the USA PATRIOT Act

http://www.eff.org/Privacy/Surveillance/Terrorism…/20011031_eff_usa_patriot_analysis.htm

Security initiatives raise privacy concerns
http://www.privacydigest.com/2001/09/14
What do you think will be the future of encryption laws, considering the impact of the September 11th attacks in New York City, and/or the possible use of key escrow systems?

The advancements in both cryptography and computing power made strong encryption possible for the general public. People nowadays are able to seal the secret envelopes of their private messages, and keep secrets from nosy governments and law enforcements by using encryption, but so can the terrorists. This issue of public access to strong crypto and the debate over it between the civil libertarians and law enforcers has been hidden from the general public until the September 11th attack. After the acknowledgement of the abuse of American cryptographic technology by the terrorists, the American general public has came to the consensus that we need to gain control over the access and use of strong encryptions. But how can we come up with a security law that ensures the effective monitoring of access to strong crypto, and at the same time, not to invade the right of civil liberties? What will be the future of encryption laws?
The key to physical security is to secure every process in the chain of achieving security – prevention, detection, and reaction, but in digital security, it relies entirely on prevention. This is because digital information can be acquired, altered, distributed all in a fraction of a second, and skilled criminals can transfer digital files without detection, and therefore no reaction will be taken at all; not to mention when the criminal is able to use strong encryption. The current encryption laws focus more on the reactions to the abuse of encryption, what the actions will be taken after the laws have been broken. This may scare off criminals who commit physical crimes such as robbery or breaking-and-entering, but in the new digital world, these “afterward” laws need to be upgraded. The future encryption laws might shift their focus onto the prevention of encryption from being accessed by potential criminals. Therefore, the identification and authentication process will become the heavily discussed issues in future encryption laws – who will have the access to what level of encryption, how will they access it, and who distributes these privileges. Some of the possible practices of user identification and authentication would be the usage of digital signatures or biometrics. As the encryption law develops, these technologies will be more widely used.
In future encryption laws, the adoption of Key Escrow technology may also be considered as a standard feature in encryption packages. The technology of Key Escrow enables law enforcements to gain complete or partial access to everyone’s keys, so these keys can be used to decrypt a person’s messages, if the law enforcer finds this person has the possibility of becoming a potential criminal. Despite the use of reincarnations of Key Escrow technology, such as TTPs and certification authorities, the concept of Key Escrow is to have a second person to gain access to the secure messages. Although that people may argue that this sacrifices the security and decreases the reliability of the overall encryption, Key Escrow can be a very useful and effective tool against criminal activities, as long as the 2nd person holding the key is reliable. Therefore, Key Escrow agencies would try to monopolize the storage of the keys in order to provide strong reliability, and also try to develop industrial standards concerning the protocols and rights of acquiring, storing, and using of the keys; government agencies in this case might be the only organizations that have these abilities. Even TTPs and certification authorities will not survive without the support and monitor from the governments.
As people become more concerned about the abuse of encryption issue, soon they will realize that National Security is what actually protects people’s privacy and security. Without the protection from national defenses, people will be exposed to terrorists. In terms of encryption laws, having law enforcements gaining access to personal data does not necessarily mean that our privacy has been invaded, because these data has not been read by actual human, but by super computers that filters our data through, and only examines the information that is suspicious. Even our emails are read by actual human, we still can’t call this invasion of privacy because our lives are not affected by it in any way whatsoever. This means that this information will not be used against you unless you commit crime, or even have an intention of becoming a criminal. Encryption laws are struggling to draw the line between the protection of national security and personal privacy because of the negative voices about government gaining control over people’s personal information, but what good is a blanket if you don’t even have a wall?

In conclusion, the future encryption laws will possibly be aiming at the direction of giving governments and low enforcements more control over the use of strong encryptions. General public will have access to less encryption, or lower-level encryption technologies. But of course, laws can be revised, if in the future that everybody becomes a decent human being.
